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Abstract: Low-rate denial of service (LDoS) attack is a potential security threat to big data centers and cloud computing
platforms because of its strong concealment. Based on the analysis of network traffic during the LDoS attack, statistical
analysis was given of ACK packets returned by the data receiver to the sender, and result reveals the sequence number
step had the characteristics of volatility during the LDoS attack. The permutation entropy method was adopted to extract
the characteristics of volatility. Hence, an LDoS attack detection method based on ACK serial number step permutation
entropy was proposed. The serial number was sampled and the step length was calculated through collecting the ACK
packets that received at the end of sender. Then, the permutation entropy algorithm with strong time-sensitive was used to
detect the mutation step time, and achieve the goal of detecting LDoS attack. A test-bed was designed and built in the ac-
tual network environment for the purpose of verifying the proposed approach performance. Experimental results show
that the proposed approach has better detection performance and has achieved better detection effect.
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